HIPAA Compliance Statement
Effective Date: 01/01/2022
Etlworks, LLC is committed to maintaining the privacy, security, and integrity of protected health information (PHI) in accordance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA), including the Privacy Rule, Security Rule, and Breach Notification Rule.
Scope of HIPAA Compliance
Etlworks provides data integration and automation services that can be configured to support HIPAA compliance. When used in conjunction with appropriate administrative and technical safeguards by our customers, our platform is capable of securely processing, transmitting, and storing PHI.

Our HIPAA-compliant environment is available to customers who have entered into a Business Associate Agreement (BAA) with us. The BAA outlines each party’s responsibilities regarding PHI and is required before any PHI is processed by our services.
Business Associate Role
As a Business Associate under HIPAA, Etlworks supports covered entities and other business associates in fulfilling their regulatory obligations. We sign BAAs with our customers as required and ensure that any subcontractors who may have access to PHI also sign HIPAA-compliant agreements.
Safeguards and Security Measures
Etlworks has implemented administrative, physical, and technical safeguards to protect the confidentiality, integrity, and availability of PHI:
Administrative Safeguards
Internal HIPAA training and awareness programs
Role-based access policies and regular access reviews
Documented security incident response procedures
Physical Safeguards
Use of secure, access-controlled data centers
Equipment and device control policies
Technical Safeguards
Encryption of data in transit and at rest
Audit logging and system activity monitoring
Access control via strong authentication and authorization methods
Breach Notification and Incident Response
In accordance with HIPAA’s Breach Notification Rule, Etlworks maintains policies and procedures to promptly identify, investigate, and report any unauthorized access, use, or disclosure of PHI. Customers will be notified without unreasonable delay, as specified in the BAA.
Subcontractor and Vendor Management
Etlworks ensures that any subcontractors who process PHI on our behalf are also bound by the terms of a HIPAA-compliant agreement and are held to the same standards of privacy and security.
Contact Information
For questions regarding our HIPAA compliance or to request a copy of our Business Associate Agreement, please contact:

HIPAA Compliance Office
Etlworks, LLC
secutiry@etlworks.com
Rosemont 18, Pittsburgh PA, 15217
